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API| CGI

1 Global

1.1ABBREVIATIONS

The following abbreviations arused throughout this document

CGIl | Common Gateway Interfacea standardized method of communication between a clig

(e.g. a web browser) and a server (e.g. a web server).

URL | RFC 1738describes the syntax and semantics for a compact string representation fq

resource available via the Internet. Thesigs are called "Uniform Resource Locators
(URLs).

URI

A Uniform Resource Identifier (URI) is a compact string of characters for identifying
abstract or physical resourd®-C 2396describes the generic syntax of URI.

1.2 TRANSACTION

The HTTP API Transaction starts from a request from a client Application, usually a web

browser. The request is processed by the web server on the IP Camera. Then send the response
back to the clienapplication. The HTTP APP is taken in GET form. If the request is successful,

the IP Camera will return a HTTP header contains 200 OK. The HTTP Body will contain actual
data or error message if an error occurs.

For describeconveniencewe use some showords to instead the long expressioike

follows are several regulations:

1.
2.

The italics and bold will be replaced by the value behind the syfrigol

The URL must follow the standard way of writing a URL.(RFC_3986:Uniform Resource Identifiers (URI)
within a <paramName> or a <paramValue> must be replaced with %<ASCII hex>.For example ,the blank
must be instead with %20.

To describe the range of the parameter, we use some symbols su§}o,af} o and so on. For
example ¢[0-100Jodenotesa integer not less than 0 and not larger than fil)1,2,3}odenotesthe valid

value of a integer among 0,1,2 and 3.

In the request andsponse, we us§] 0to denote an array. The index is usually a integer and start form 0.

The parameter value has several types: string, integer, bool and float.Integer is 32 bits.The range of bool is
fitrued andrifalsed.


http://www.faqs.org/rfcs/rfc1738.html
http://www.faqs.org/rfcs/rfc2396.html
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2AUTHENTICATION

The IP Camera supplies two authentication ways: basic authentication and digest
authentication. The basic authentication is encrypted with base64 and theadibestication is
encrypted wih MD5. When client sent the information withoamithorizedor other conditions
make the session can not build, the servers will return HTTP Code to give client some information.

Thedesciiption of HTTP Code is in the below table.

HTTP Code HTTP Text Description
200 OK The request has succeeded, but an applicatiam ean still
occur, which will be returned as an application error code.
204 No Content | The server has fulfilled the request, but there is no
information to send back.
302 Moved The server redirects the request to the URI given in
Temporarily | Location header.
400 Bad Request | The request had bad syntax or was impossible to fulfill.
401 Unauthorized | The request requires user authentication or the authoriz
has been refused.
404 Not Found The server has not found anything matching the i€tque
409 Conflict The request could not be completed due to a conflict with
current state of the resource.
500 Internal Error | The server encountered an unexpected condition that prey
it from fulfilling the request.
503 Service The server is unable to handle the request due to temp
Unavailable | overload.

Example: Request includesuthorized

HTTP/1.1 401 Unauthorized
WWW-Authenticate: Basic realm="Device_CGI"
CONNECTION: close

CONTENT-LENGTH: 0

1. When lasicauthentication, the IP camera response:
401 Unauthorized(

WWWuthenticate: Basic realm=
Then the client encode the username and password with base64, send the following

request:

)
L XXXXAX

Authorization: Basic VXZVXZ.

2. When digest authdoation, the IP camera response:

WWWUthenticate: Digest realm="

ZENQGDO408CASEA04",

nonce=000562fdY631978f04f77a3ede7c1832ff48720ef95ad,
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stale=FALSE,

gop=auth";

The clientcalculateghe digest using username, password, nonce, realm and URI with

MD5, then send the following request:

Authoriz ation:Digestusername="admin", realm="ZENQ)0408CA5EA04i¢c=00000001
cnonce="0a4f113b", gop=auth"” nonce="000562fdY6319%&304f77a3ede7c1832ff48720
ef95ad", uri=" /cgi - bin/system.cgi?action=getMaxExtraStream ", response="65002d
e02df697e946b750590b44f8bf"
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3 VIDEO ENCODE

3.1. Stream

3.1.1 Get Max Extra Stream Counts

Get the max counts of extra stram.

Method:GET

Syntax:

http://<ip>/cgibin/system.cgi?action=getMaxExtraStream

Response

| tableMaxExtraStreaml

comment:

| The range ofableMaxExtraStreanis {1,2,3}

3.1.2 Get MIJPGStream

GetMJPGstream
Method: GET

Syntax:

http://<ip>/cgibin/mjpg/video.cgi?channel=<channelNo>&subtype=<typeNo>

With the following parameter and valtygpe

paramName paramValue type Description

ip Device ip address

channelNo Channel number, since this is not used now, the value is|
writtenas 0 by default.

typeNo Flow type, O: primary stream, 1: secondary stream 1, 2:
secondary stream 2

Response:

OK or ERROR

If OK
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ContentType: multipart/xmixedreplaceboundaryfirstooundary
--firstboundary
ContentType: image/jpeg

ContentLength:<mjpg octec stream length>

<mjpg octet stream>

comment:

Geta mjpg stream from a device

3.2 Video Color

3.2.1Set Parameter

Set the parameter of video color.
Method:GET

Syntax:

http:/Kip> /cgi-bin/paranManager.cgi?acticrsetPara< paramName=<paramValue>[&< par
amName-=<paramValue>...]

With the following parameter and valtgpe

paramName ParamValue type Description

headBrightness Integer Brightnessrange i§0-100]

headContrast Integer Contrastrange i§0-100]

headHue Integer Hue range i§0-100]

headSaturation Integer Saturationrange i§0-100]
headTimeSection | String Effective time for this video color param.

Format ismask starttimeendtime

Mask range is {0, 1}.

Mask Oi this video param is not effective
Mask 1- this param is effective
Starttime/Endtime format like 11:00:00.

Example:
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0 01:00:0602:00:00, means this param is 1
effective.

1 01:00:0002:00:00, means this param is effect
between 01:00:00 and 02:00:00

comment:
In abovetable,head=VideoColor[ChanneNo|[ ColorParamN¢
ChannelNo= video channel index,
ColorParaniNo = color Param index,
0 = ColorParaml
1 = ColorParan?

X

Response:
| OK or ERROR |

Example:
| /cgi-bin/paramManager.cgi?action=setParamé&VideoColor[0][0].Brightness=2 |

3.2.2Get Parameter

Get the parameter of video color.

Method: GET

Syntax:

http:/<ip> /cgi-bin/paranManager.cgi?acticrgetPara@name=VideoColor

Response:

headBrightness=50
headContrast=50

headHue=50

headSaturation=50
headTimeSection=100:00:0024:00:00

comment:
In above tablehead-table.VideoColotChanneNo][ ColorParamN¢
ChannelNo= video channel index,
ColorParaniNo = color param index.
0 = ColorParaml
1 = ColorParan?2
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| X

3.3 Video In Options

3.3.1 GetCapabilities

Get videoinput capabilities.
Method: GET

Syntax:

http:/K<ip> /cgi-binivideolnput.cgi?actiongetCaps&channel=channelNoc>

Response:

caps.Backlighttrue
caps.ChiplD=0
caps.CoverCount=0
caps.CoverType=0
caps.CustomManualExposutese
caps.DayNightColortrue
caps.DownScalingrue
caps.Exposure=9
caps.ExternalSynclnputrtie
caps.FlashAdjst=true
caps.Fliptrue
caps.Gaintrue
caps.GainAutotrue
caps.HorizontalBinning=1
caps.InfraRedfalse
caps.lrisfalse
caps.lrisAutofalse
caps.LadenBitrate4096
caps.LimitedAutoExposurértie
caps.MaxHeight&60
caps.MaxWidth4280
caps.Mirrorfalse
caps.NightOptions=false
caps.Refererad evelfalse
caps.Rotate9(alse
caps.SetColortrue
caps.SignalFormat8T656
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caps.SyncChipChannelsdse
caps.TitleCount=0
caps.UpSding=false
caps.VerticalBinningé
caps.WhiteBalance3=

With the following parameter and valtygpe

Field In Respons ParamValue type | Description
Backlight bool True: support backlight
ChipID String ID of chips in this channel
CoverCount integer Themaximum cover region count.
CoverType integer 0: dort support cover
1: support realtime cover
2: support nofrealtime cover
CustomManualExposur| bool, true: support use definedanualexposure time
DayNightColor bool true: support color alternateetween day an
night.
DownScaling bool true: support down scaling, binning mode
included.
Exposure integer Exposure grade. 07d o i €upport exposur
control.
ExternalSynclnput bool true: support HD signal extern
synchronization.
FlashAdjust bool true: support flash adjust
Flip bool true: support picture flip.
Gain bool true: support gain control.
GainAuto bool true: support auto gain.
HorizontalBinning integer Horizontal/Vertical pixel binning mask,
17 support 2 pixel binning,
21 support 3 pixel binning
4 - support 4 pixel binning
é
2"nT support n+2 pixel binning
VerticalBinning integer
InfraRed bool true: support Infréompensation
Iris bool true: support Iris adjust
IrisAuto bool true: support auto Iris adjust
LadenBitrate integer Unit is Kbps
Maximum value of video stream bitrate, 16b
not in binning mode.
LimitedAutoExposure | bool true: support auto exposure with time limit.
MaxHeight integer Maximum video height
MaxWidth integer Maximum video width
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Mirror bool true: support picture mirror.

NightOptions bool true: support night options.

ReferencelLevel bool true: support reference level.

Rotate90 bool true: support clockwise/anticlockwise @0
rotate

SetColor bool true: support color set.

SignalFormats string It a string contains supported video in
signal formasfor this channel.Signal formats
areseparatedby comma.

Range is {nhside, BT656, 720p,1080p, 1080i,
1080sF, 1_3M

Insidei inside input.

1 3M-1280*960

SyncChipChannels bool True: channels in same chip should
synchronized. Synchronized means Vig
resolutionof these channels should be the sa

TitleCount integer Maximum count of blending titles.

UpScaling bool true: support up scaling.

WhiteBalance integer Rangeis {0, 1, 2, 3

07 dond support white balance.

17 support auto white balance

2 - support auto and pre defined white balanc
3 - support auto, pre defined and user defi
white balance

Example:

| /cgi-binivideolnput.cgi?action=getCaps&channel=0

3.3.2Set Parameter

Set the parameter of video in options.

Method: GET

Syntax:

http:/K<ip> /cgi-bin/paranManager.cgi?actiorsetPara< paramName=<paramValue>[&< par
amName=<paramValue-...]

With the following parameter and valtgpe

paramName

| ParamValue type | Description
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headBacklight

integer

Range is []

n depends on capability3dr8.1
GetCapabilities (Video In Options)

07 backlight closed.

17 backlightgradel

é

ni backlightgraden

headDayNightColor

integer

Range is 0,13}

0: always multicolor

1:autoswitch along with brightnéss
3:always monochrome

headExposureSpeed

integer

Range is [en+1], n depends on capabili
in3.3.1GetCapabilities (Video In Options)

0: AutoExposure

1-n-1:manual Exposure grade

n: AutoExposure withime limit.

n+1:manualExposure with useéefined time

(nissupportedmaximumx@osuregrade)

headExposureValuel

float

Range i40.1-80], unit is mllisecond

If ExposureSpeets 0(AutoExposure enable)
it lower limit of AutoExposure time
otherwise ifs time of nanualExposwe

headExposureValue2

float

Range if0.1-80], unit is nillisecond
Upper limit of AutoExposure timeshould be
bigger tharExposureValuel

headExternalSync

integer

Range is 0,1}

External Synchronous
O:Internal Synchronization
1: External Synchronous

headExternalSyncPhase

integer

Range iJ0A36 0 A ]
External Synchronous Signal Phase

headFlashControl.Mode

integer

Range is 0,1,2
0:forbid flash
l:always flash
2:autoflash

headFlashControl.Pole

integer

Rangeis 0,1, 2, 3}
Trigger mode:
O:low level
1:highlevel
2:rising-edge
3:falling-edge

headFlashControl.Value

integer

Range i40-15]
Flashlight timeunit:
0-Ous,

-10-
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1-64us,
2-128us,
3i 192us

15-960us

headFlashControPrevalu
e

integer

Range is [6100]

It&s threshold of brightness value, if brightng
is less than this value, flash light begin
work.

headFlip

bool

true:enablevideo flifunction
false:disable video flifunction

headGain

integer

Range i40,1,2,3,4

IfGainAuto is trueité upper limit ofauto
gain, else ik the fixedas five level with
{Low,Lower, Medium, Higher, High.

headGainBlue

integer

Range i40-10Q
Gain for blue value, Value is effective when
WhiteBalance igiCustomo

headGairRed

integer

Range i40-100
Gain for red value, Value is effective when
WhiteBalance igiCustomo

headGainGreen

integer

Range i40-100
Gain for green value, Value is effective whe
WhiteBalance isiCustomo

headGainAuto

bool

true: GainAuto
false: No GainAuto

headlrisAuto

bool

true: IrisAuto
false: NolrisAuto

headMirror

bool

true: enablevideo mirrofunction
false:disable video mirrofunction

headWhiteBalance

String

Range is{Disable, Auto, Custom Sunny,
Cloudy, Home, Office, Night
White balance Mode

headReferencelLevel

integer

Range i0-10Q
The expead average brightnedsvelofvideo
frames.

headRotate90

integer

Range is 0,1,2

Video rotation

0: Norotate

1: clockwiserotate9 0 A

2: anticlockwise rotat® 0 A

headSignalFormat

String

Range i Inside, BT656, 720p1080p, 1080i,
1080sK

-11-
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Input Signal Mode

headNightOptions.Bright | integer NightOptionscontaina set of parameters us
nessThreshold when brightness is not enough.
Range i40-10Q
when brightness is lebmn  the
BrightnessThreshold parametes change tg
Nightoptions.
headNightOptions.IrisAut | bool true:IrisAuto
0 false: NolrisAuto
headNightOptions.Sunrisq integer Range is [0€3]
Hour Sunrisehour.
headNightOptions.Sunrisq integer Range is [0659]
Minute Sunriseminute
headNightOptions.Sunris{ integer Range is [0659]
Second Sunrisesecond
headNightOptions.Sunsetf| integer Surset time. Its range is same with sunr
Hour time, and it should be after sunrise time.
headNightOptions.Sunset integer NightOptions are used if time is after suns
Minute time and before sunrise time.
headNightOptions.Sunsetf| integer
Second
headNightOptions.Switch| integer Range is 0,1,2
Mode 0:NoSwitch
1:Switchdepends obrightness
2. Switch depends on time switch to
NightOptions when time igfter sunset timg
and before sunrise.
headNightOptions.Exposl integer Range is same a®levan items of normal
reSpeed options in this table.
headNightOptions.Exposl float Example:
reValuel Value
headNightOptions.Exposy float rangefheadNightOptions.ExposureSpeésl
reValue2 the same with
headNightOptions.Gain | integer headExposureSpeed
headNightOptions.GainA | bool
uto
headNightOptions.GainBlI| integer
ue
headNightOptions.GainGl integer
een
headNightOptions.GainR | integer
ed

-12-
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headNightOptions.White | String

Balance

headNightOptions. integer
ReferencelLevel

headNightOptions. integer
ExternalSyncPhase

comment:

In abovetable,head=VideolnOptionsChanneNQ|
ChannelNc= video channel index.

Response:

| OK or ERROR

Example:

| /cgi-bin/paramManager.cgi?action=setPagafiteolnOptions[0].Backlight=0

3.3.3 Get Parameter

Video in optionscontainBacklight, ExposureSpeed, DayNightCglNightOptiongnd so on
Method: GET

Syntax:

http:/K<ip> /cgi-bin/paranManager.cgi?acticrgetParar&name=/ideolnOptions

Response:

headBacklight=0
headDayNightColor=false
headExposureSpeed=0
headExposureValue1=0.100000
headExposureValue2=80.000000
headExternalSync=0
headExternalSyncPhase=0
headFlashControl.Mode=0
headFlashControl.Pole=0
headFlashControl.Value=0
headFlashControRPrevalue=0
headFlip=false

headGain=50

-13-
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headGainAuto=true

headlrisAuto=false

headMirror=false
headNightOptions.BrightnessThreshold=50
headNightOptions.ExposureSpeed=0
headNightOptions.ExposureValue1=0.100000
headNightOptions.ExposureValue2=80
headNightOptions.Gain=50
headNightOptions.GainAuto=true
headNightOptions.GainBlue=50
headNightOptions.GainGreen=50
headNightOptions.GainRed=50
headNightOptions.IrisAuto=false
headNightOptions.SunriseHour=0
headNightOptions.SunriseMinute=0
headNightOptions.SunriseSecond=0
headNightOptions.SunsetHour=0
headNightOptions.SunsetMinute=0
headNightOptions.SunsetSecond=0
headNightOptions.SwitchMode=0
headNightOptions.WhiteBalance=Disable
headReferenceLevel=50
headReferencelLevelEnable=false
headRotate90=0
headSignalFormat=BT656
headWhiteBalance=Disable

comment:

In above tablehead-table.VideolnOptionsfhanneNo|
ChannelNo= video channel index.

3.4 Video Encode

3.4.1 GetCapabilities

Get video configcapibilities.
Method: GET

Syntax:

http:/K<ip> /cgi-bin/encode.cgi?actiometraramCaps

-14-
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Response:

headviain.Video.BitRateOptions2048,12288
headviain.Video.CompressionTypes=H.264
headMain.Video.FPSMax=25
headviain.Video.ResolutionTypes= 1280 x 98Q0,D1
headExtraVideo.BitRateOptions#8,4096
headExtraVideo.CompressionTypes=H.264
headExtraVideo.FPSMax=25
headExtraVideo.ResolutionTypes=DCIF
headSnapvideo.CompressionTypes=H.264
headSnapVideo.ResolutionTypes=1280 x 96@0,D1,CIF

With the following parameter and valtygpe

Field In Respons | ParamValue type Description

BitRateOptions string Before comma is minimum bit rate. (kbps), af
comma is maximum bit rate.(kbps)
BitRateOptions=8@48

80 is minimum bitrate, 448 is maximum.

CompressionTypes It contains all supported video compression ty|
separatethy comma.

string i
Range is {MPEG4, MPEG2, MPEG1, MJPC
H.263, H.264
FPSMax integer Maximum FPS.
ResolutionTypes string It contains all supported video resolutions.

Range is ir3.4.2 Resolution

comment:

In above table:
Channel video channel index
RecordType

0 = regular record

1 = motion detection record

2 = alarm record
ExtraStream

0 = extra stream 1

1 = extra stream 2

2 = extra stream 3
Snafype

0 = regularsnapshot

1 = motion detectiosnapshot

2 = alarmsnapshot

Abbreviations in above&ble:

-15-
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headviain= capgChanne].MainFormatRecordTypE
headExtra= cap$Channe].ExtraFormatExtraStrearh
headSnap= cap$Channe].SnapFormagnadypg

3.4.2 Resolution

Fixed Resolution Name Size in PAL Size in NTSC
"D1" 704 x 576 704 x 480
"HD1" 352 x 576 352 x 480
"BCIF" 704 x 288 704 x 240
"CIF" 352 x 288 352 x 240
"QCIF" 176 x 144 176 x 120
"VGA" 640 x 480

"QVGA" 320 x 240

"SVCD" 480 x 480

"QQVGA" 160 x 128

"SVGA" 800 x 592

"XVGA" 1024 x 768

"WXGA" 1280 x 800

"SXGA" 1280 x 1024

"WSXGA" 1600 x 1024

"UXGA" 1600 x 1200

"WUXGA" 1920 x 1200

"ND1" 240 x 192

"720" 1280 x 720

"1080" 1920 x 1080

"1280x960" 1280 x 96(Q(1.3 Mega Pixels

"1872x1408" 1872 x 14082.5 Mega Pixels

"3744x1408" 3744 x 14085 Mega Pixels

"2048x1536" 2048 x 15363 Mega Pixels

"2432x2048" 2432 x 20485 Mega Pixels

"1216x1024" 1216 x 10241.2 Mega Pixels

"1408x1024" 1408 x 10241.5 Mega Pixels

"3296x2472" 3296 x 24728 Mega Pixels

"2560x1920" 2560 x 19205 Mega Pixels

"960H", 960 x 576 ’ 960 x 480
"DV720P" 960 x 720

-16-
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3.4.3 Set Parameter

Set the parameter of the video encoder.

Method: GET

Syntax:

http:/Kip> /cgi-bin/jparanManager.cgi?actiorsetParafi< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter and valigpe

paramName paramValue Description
type
headVideo.BitRate integer Unit is Kbps

Range depends oncapabilty in 34.1
GetCapabilites (Video Encode)

headVideo.BitRateControl string Range is £BR,VBR}
CBR:constant bitrate
VBR:variable bitrate

headVideo.Compression | String Range is
{MPEG4,MPEG2VIPEG1,MJPG,H.263,H.264
Depends on capaciig3.4.1GetCapabilites

(Video Encode)

headVideo.FPS float Range i41-30].

Frames per second

< 1.0:severakeconds/frame, FPS$=0.3333: 3
seconds per frame.

>1.0: several frames/second. FPS33%ames pel
second.

headVideo.GOP integer Range i41-150].

Group of picture, @& theintervalof IFrame
Example: GOP=50, means there is one | fra
every 49 P or B frames

headVideo.Height integer Video height

headVideo.Width integer Video Width

headVideoProfile String Range is {Baseline Main , Extended High }
Only when video ompressionis H.264, its
effective.

headVideo.Quality integer Range i41-6].

ImageQuality, available when
Video.BitRateContrat VBR
1: worst quality

-17-
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6: bestguality
headVidedcEnable bool True: enable video
comment:

Channel video channel index
RecordType

0 = regular record

1 = motion detection record

2 = alarm record
ExtraStream

0 = extra stream 1

1 = extra stream 2

2 = extra stream 3

Abbreviation inabovetable:
head=EncodeChanne].MainFormatRecordTypk(or)
EncodeChanne].ExtraFormatExtraStrearh

Response:
| OK or ERROR |

Example:
|/cgi-bin/paramManager.cgi?action:setParam&Encode[O].ExtraFormat[l].Video.GOP:50 |

3.4.4 GetParameter

Get the video encode parameter.

Method: GET

Syntax:

http:/Kip> /cgi-bin/paranManager.cgi?acticrgetParar@name=Encode

Response:
headMain.Video.BitRate=8192
headMain.Video.BitRateControl=CBR
headVain.Video.Compression=H.264
headMain.Video.FPS=25
headMain.Video.GOP=50
headVain.Video.Height=1200
headviain.Video Profile=Main

-18-
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headviain.Video.Quality=4
headviain.Video.Width=1600
headviain.VideoEnable=true
headExtraVideo.BitRate=8192
headExtraVideo.BitRateControl=CBR
headExtraVideo.Compression=H.264
headExtraVideo.FPS=25
headExtraVideo.GOP=50
headExtraVideo.Height=1200
headExtraVideo Profile=Main
headExtraVideo.Quality=4
headExtraVideo.Width=1600
headExtraVideoEnable=true

comment:

Channel video channel index
RecordType

0 = regular record

1 = motion detection record

2 = alarm record
ExtraStream

0 = extra stream 1

1 = extra stream 2

2 = extra stream 3

Abbreviations in above table:
headviain= table.Encod&fhanne].MainFormatRecordTypke
headExtra=table.Encodd&lhanne].ExtraFormatExtraStreans

3.5 Audio Encode

3.5.1Get Capabilities

Get audigonfigcapibilities.
Method: GET

Syntax:

http:/Kip> /cgi-bin/encode.cgi?actiometParamCaps

Response:
-19-
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e

é

caps[0].ExtraFormat[0].Audio.CompressionTypes=PGM11AG.711Mu
caps[0].ExtraFormat] é

caps[0].MainFormat[0].Audio.CompressionTypes=PGM11AG.711Mu
caps[0].MainFormatf]] é

With the following parameter and valtygpe

Field In Respons | ParamValue type Description
CompressionTypes It contains all supported audio compression typeg
string separatethy comma.
Range i§PCM,ADPCM,G.71A,G.711Mu,
G.726, G.729, MPEG2,AMR

comment:

| The angle brackets abodenotes a array

3.5.2 Set Parameter

Set the audio encode parameter.

Method: GET

Syntax:

http:/Kip> /cgi-bin/paranManager.cgi?actiorsetParafi< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter and valtgpe

GetCapabilites (Audio Encode)

paramName paramValue type | Description
headAudio.Bitrate integer Unit is kbps
Range épends on capacity in 3.5.1
GetCapabilites (Audio Encode)
headAudio.Compressior string Range @pends on capacityin 3.5.1

headAudio.Depth

integer

Audio sampling depth

headAudio.Frequency | integer

Audio samplingfrequency

headAudio.Mode

integer

Range is 0,1,2,3,4,5,6,F
Audio encode mode.

0: 4.7%bps

1: 5.15kbps

2: 5.9kbps

-20-
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3: 6.7kbps

4: 7.4kbps

5: 7.95kbps

6: 10.2kbps

7. 12.2kbps
headAudioEnable bool EnabléDisableaidio

comment:

Channel video channel index
RecordType

0 = regular record

1 = motion detection record

2 = alarm record
ExtraStream

0 = extra stream 1

1 = extra stream 2

2 = extra stream 3

Abbreviations in abovéable:
head=EncodeChanne].MainFormatRecordTypk(or)
EncodeChanne].ExtraFormatExtraStrearh

Response:
| OK or ERROR |

Example:
| /cgi-bin/paramManager.cgi?action=setParam&Encode[0]. ExtraFormat[1].Audio.Bitrate=64 |

3.5.3 GetParameter

Get the audio encode parameter.

Method: GET

Syntax:

http:/K<ip> /cgi-bin/paranManager.cgi?actiorgetParar®name=Encode

Response:
headMain.Audio.Bitrate=64
headVain.Audio.Compression=G.711A
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headviain.Audio.Depth=16
headviain.Audio.Frequency=44000
headviain.Audio.Mode=0
headviain.AudioEnable=false
headExtraAudio.Bitrate=64
headExtraAudio.Compression=G.711A
headExtraAudio.Depth=16
headExtraAudio.Frequency=44000
headExtraAudio.Mode=0
headExtraAudioEnable=false

comment:

Channel video channel index
RecordType

0 = regular record

1 = motion detection record

2 = alarm record
ExtraStream

0 = extra stream 1

1 = extra stream 2

2 = extra stream 3

Abbreviations in above table:
headviain=table.Encodé&lhanne].MainFomat[RecordType
headExtra=table.Encodélhanne].ExtraFormatExtraStrearh

3.6 Snap Encode

3.6.1 Get Capabilities

Get snap configcapibilities.
Method: GET

Syntax:

http:/K<ip> /cgi-bin/encode.cgi?actiometraramCaps

Response:

cap$Channel.SnapFormatnaplypd.Video.CompressionTypes=H.264
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cap$Channel.SnapFormatnaplypd.Video.ResolutionTypesk280x960720,D1,CIF

With the following parameter and valtygpe

Field Param | Description

In Value

Respo | type

ns

Compr It contains all supported video compression tygegsaratethy comma.

ession | string Range i§MPEG4, MPEG2, MPEG1, MJPG, H.263, H.264

Types

Resolu It contains all supported video resolutiossparatethy comma.

tion Range is

Types | string | {D1,HD1,BCIF,CIF,QCIF,VGA,QVGA,SVGAAVGA WXGA,SXGA,WSX
GA,UXGA ,WUXGA,ND1,720,1080,1 3M,2 5M,3M,5M

comment:

Channet video channel index

Snaplype

0 = regularsnapshot
1 = motion detectiosnapshot
2 = alarmsnapshot

3.6.2 Set Parameter

Set thesnapencode parameter.

Method: GET

Syntax:

http:/Kip> /cgi-bin/jparanManager.cgi?actiorsetParaf< paramName>=<paramValue>[&< pa

ramName>=<paramValue>...]

With the following parameter and valtygpe

paramName

paramValue type

Description

headVideo.BitRate integer

Unit is Kbps
Range depends oncapability in 3.3.1
GetCapabilitie s (Video In Options)

headVideo.BitRateControl| string

Range is £BR,VBR}
CBR:constant bitrate
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VBR:variable bitrate
headVideo.Compression | String Range is MPEG4,MPEG2,
MPEG1,MJPG,H.263,H.264

Depends on capacity 3.3.1

GetCapabilitie s(Video In Options)
headVideo.FPS float Range i40.2-30].

Frames per second

< 1.0:severakeconds/frame, FPS=0.3333: 3
seconds per frame.

>1.0: several frames/second. FPS=3: 3 fran
per second.

headVideo.GOP integer Range i41-100].

Group of picture, @ theintervalof IFrame
Example: GOP=50, means there is one | frg
every 49 P or Brames

headVideo.Height integer Video height
headVideo.Width integer Video Width
headVideo.Quality integer Range ig1-6].
Image Quality, available when

Video.BitRateContratVBR
1: worst quality

6: best quality
headVideoEnable bool True: enablevideo

comment:

Channet video channel index
Shaplype
0 = regularsnapshot
1 = motion detectiosnapshot
2 = alarmsnapshot

Abbreviation in abovéable:
head= EncodeChannel.SnapFormatnaplypd

Response:
| OK or ERROR |

Example:
| /cgi-bin/paramManager.cgi?action=setParam&Encode[0].SnapFormat[O].AudioEnabIe=FaI4
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3.6.3 Get Parameter

Get thesnapencode parameter.

Method: GET

Syntax:

http:/Kip> /cgi-bin/jparanManager.cgi?acticrgetPara@name=Encode Channel.SnapFormat

Response:

headSnapVideo.BitRate384
headSnapVideo.BitRateControl¥BR
headSnapVideo.Compression=H.264
headSnapvideo.FPS%
headSnapVvideo.GOP=50
headSnapVideo.Height576
headSnapVideo.Quality=4
headSnapVvideo.Width=r04
headSnapVvideoEnable=true

conment:

Channet video channel index
Snaplype
0 = regularsnapshot
1 = motion detectiosnapshot
2 = alarmsnapshot

Abbreviations in above table:
headSnap= table.Encodélhannel.SnapFormatnaplypd

Example:

/cgi-bin/paramManager.cgi?action=getParam&name=Encode[0]. SnapFormat
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3.7 Channel Title

3.7.1 Set Parameter

Set thechannel titlgparameter.
Method: GET

Syntax:

http:/Kip> /cgi-bin/paranManager.cgi?actiorsetPara®< paramName>=<paramValue>

With the following parameter and valugpe

paramName paramValue type | Description
ChannelTitleChannel.Name | String Channel Name
comment:

Set the title of the channel.

If VideoWidgetChannel.ChannelTitleEncodeBlendis true, this title is blended to the vid
frames.

Please refer t8.9.1 SefParam (Video Widget)

In abovetable,Channel video channel index

Response:

| OK or ERROR

Example:

| /cgi-bin/paramManager.cgi?action=setParam&ChannelTitle[0]. Name=ABC1

3.7.2 Get Parameter

Getthechannel titlgparameter.
Method: GET

Syntax:

http:/K<ip> /cgi-bin/paranManager.cgi?acticrgetParar&nhame=ChannelTitle

Response:
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table.ChannelTitl&fhannel].Name=CAM1

comment:

Get the title of the channel.
In abovetable,Channek video channel index

3.8 Video Standard

3.8.1 Get Parameter

Get the standard parameter in this IPC.
Method: GET

Syntax:

http:/Kip> /cgi-bin/paranManager.cgi?acticrgetPara@name=/ideoStandard

Response:

| table.VideoStandard=PAL

comment:

| The standard of video in {PAL,NTSC}

3.9 Video Widget

3.9.1 Set Parameter

Set thevideo widgetparameter.
Method: GET

Syntax:

http:/K<ip> /cgi-bin/paranManager.cgi?actiorsetParai< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter and valtgpe
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paramName paramValue type | Description
headCoveBackColor[0] integer Range i40-255]
headCoveBackColor[1] BackColor[0]:red value
headCoveBackColor[2] BackColor[1]:green value
headCoveBackColor[3] BackColor[2]:blue value

BackColor[3]:alphavalue

headCoveiEncodeBlend bool false- widget blend is disabled.

headCoverrontColor[0] integer Range i40-255]

headCoverFrontColor[1] FrontColor[0]:red value

headCoverFrontColor[2] FrontColor[1]:green value

headCoverrontColor[3] FrontColor[2]:blue value
FrontColor[3]:alphavalue

headCoveRect[0] integer Range i40-8191.

headCoveRect[1] Rect[0] top left corner x coordinatgeft)

headCoveRect[2] Rect[1] top left corner y coordinatgop)

headCoveRect[3] Rect[2] bottom right x coordinat&ight)
Rect[3] bottom right y coordinate
(bottom)

headChannelTitleBackColor[0] | integer Range is the same witleadCover

headChannelTitle BackColor[1]

headChannelTitle BackColor[2]

headChannelTitle BackColor[3]

headChannelTitle EncodeBlend| Bool

headChannelTitle FrontColor[0] | Integer

headChannelTitle FrontColor[1]

headChannelTitle FrontColor[2]

headChannelTitle FrontColor[3]

headChannelTitle Rect[0] integer Only use the value of (left,top),the valu

headChannelTitleRect[1] of (right,bottom) ighe same as (left,top)

headChannelTitle Rect[2] Rect[0], Rect[1] are used, and Rect[2]

headChannelTitle Rect[3] must be same with Rec}[Rect[3] must
be same with Rect[1].

headTimeTitleBackColor[0] integer Range is the same with

headTimeTitleBackColor[1] headChannelTitle

headTimeTitleBackColor[2] These arparamsabout time title

headTimeTitleBackColor[3]

headTimeTitleEncodeBlend bool

headTimeTitleFrontColor[0] integer

headTimeTitleFrontColor[1]

headTimeTitleFrontColor[2]

headTimeTitleFrontColor[3]

headTimeTitleRect[0] integer

headTimeTitleRect[1]
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headTimeTitleRect[2]
headTimeTitleRect[3]

headTimeTitleShowWeek bool True: Display week within the time title.

comment:

Channelvideo channel index
CoReg :Coveregionindex
Covers is an array whiatontainsmultiple mver regions

0 =region 1

1 =region 2

2 =region 3

3 =region 4
headChannelTitle=VideoWidgetChanne].ChannelTitle
headCover = VideoWidgetChanne].CoversCoRed

headTimeTitle = VideoWidgetChanne].TimeTitle

VideoWidgetparam contains cover region settings, channel title settings and time title settir]
The italicsabovewill be replaced by the abogbbreviations.

Response:

OK or ERROR |

Example:

/cgi-bin/paramManager.cgi?action=setParam&VideoWidget[0].ChannelTitle.BackColor[0]=(
deoWidget[0].ChannelTitle.BackColor[1]=0&VideoWidget[0]. ChannelTitle.BackColor[2]=0&
eoWidget[0].ChannelTitle.BackColor[3]=128

3.9.2 Get Parameter

VideoWidgeparam contains ChannelTitle, Covers antimeTitle parametey; defines the

background color, front color and positions of channel title and time title, and defines the regions

which are novisible (cover).

Method: GET

Syntax:

http:/K<ip> /cgi-bin/paranManager.cgi?acticrgetParar@name=VideoWidget

Response:

headBackColor[0]=0
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headBackColor[1]=0
headBackColor[2]=0
headBackColor[3]=128
headEncodeBlend=true
headFrontColor[0]=255
headFrontColor[1]=255
headFrontColor[2]=255
headFrontColor[3]=0
headPreviewBlend=true
headRect[0]=0
headRect[1]=8191
headRect[2]=0
headRect[3]=8191

X

X

comment:

Channelvideo channel index
CoReg: Cover Region
Covers is an array which sustains mutover regions

0 =region 1
1 =region 2
2 =region 3
3=region 4

head-table.VideoWidgetChanne].ChannelTitle (or)
table.VideoWidgetChanne].CoversCoRedg(or)
table.VideoWidgetChanne]. TimeTitle

-30-




360+

npouseeneHo B Poccun

4VIDEO RECORD

4.1 Record

4.1.1Set Parameter

Set the channel number or the timesection in repardmeters.

Method: GET

Syntax:

http:/K<ip> /cgi-bin/paranManager.cgi?actiorsetPara< paramName>=<paramValue>[&< pa

ramName>=<paramValue>...]

With the following parameter and valtygpe

paramName

paramValue type

Description

Recordgh].PreRecord integer

Range i40-300].
Prerecord seconds, 0 means no prerec
ch (Channel number) starts form 0

Recordgh]. TimeSectionjvd][ts] | string

wd (week day) range is {6] (Sunday
-Staurday)

ts (time section) range is {R3],
timesection table index.

Format:mask hh:mm:s&h:mm:ss
Mask: [0-65535] hh: [0-24], mm: [0-59],
ss:[0-59]

Mask indicates record type by bits:
BitO: regular record

Bitl: motion detection record

Bit2: alarm record

Bit3: card record

comment:

In abovetable:

ch = channeindex
wd = week dayndex,
ts = time sectiorindex

Response:
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OK or ERROR

Example:

Set record time to every Sunday all day. Record type is motion detection and alarm.

URL should be:

http:/K<ip> /cgi-bin/paranManager.cgi?actiorsetPara®name=Record[0]. TimeSdon[0][0]&ta
ble=6 00:00:0€24:00:00

In this examd4:eQ0:AGOD®OmMOAON DODOmMoti on det ec
2, alarm is 4, motion detection is 2.).

4.1.2 Get Parameter

Get the parameter of record.

Method: GET

Syntax:

http:/K<ip> /cgi-bin/paranManager.cgi?acticrgetParar&name=Record

Response:

table.Recordfhanne].PreRecord=6

table.Recordfhanne]. TimeSectionjveekdaj{0]=1 00:00:0024:00:00
table.Recordfhanne]. TimeSectionjveekdaj[1]=0 02:00:0024:00:00
table.Recordfhanne]. TimeSectionjveekday{2]=0 03:00:0024:00:00
table.Recordfhanne]. TimeSectionjveekday{3]=0 04:00:0024:00:00
table.Recordfhanne]. TimeSectionjveekday{4]=0 05:00:0024:00:00
table.Recordfhanne]. TimeSectionjveekday{5]=0 06:00:0024:00:00

comment:

Channelin abovetable is video channel numbgeekdayange is [66] (Sunday Saturday).
Record param contains pre record time and record time sections of every day.

4.1.3 Set Mode Parameter

Set the mode of record parameter
Method: GET

Syntax:
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ramName>=<paramValue>...]

http:/K<ip> /cgi-bin/jparamManager.c@actiorrsetPara< paramName>=<paramValue>[&< pa

With the following parameter and valtygpe

paramName paramValue type

Description

RecordModeghannel.Mode | Integer

Rangeis 9, 1, 3.

0: automatically record
1: manually record

2: stop record.

comment:

| channelin abovetable is video channel index, start form O.

Response:

| OK or ERROR

Example:

| /cgi-bin/paramManager.cgi?action=setParam&RecordMode[0].Mode=1

4.1.4 Get ModeParameter

Get the parameter of record mode.
Method: GET

Syntax:

http:/Kip> /cgi-bin/jparamManager.c@actiorrgetPara@name=RecordMode

Response:

| table.RecordModehannel].Mode=0

comment:

| Get record mode for video channealsannelin abovetable is video channel number.
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4.2 Shap

4.2.1 Set Parameter

Set the snap parameter.
Method: GET

Syntax:

http:/Kip> /cgi-bin/jparamManager.c8actiorrsetParafi< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter anghluetype

paramName paramValue type | Description
Recordgh]. TimeSectionjvd][ts] | string wd (week day) range is {6]
(SundayStaurday)

ts (time section) range is {P3], it
timesection table index.

Format: mask hh:mm:dsh:mm:ss
Mask: [065535] hh: [0-24], mm: [0-59],
ss:[0-59]

Mask indicates record type by bits:
Bit0: regular snapshot

Bitl: motion detection snapshot
Bit2: alarm snapshot

Bit3: card snapshot

comment:

In abovetable:

ch = channeindex,
wd = week dayndex,
ts = time sectiorindex

Response:
| OK or ERROR |

Example:
| [/cgi-bin/paramManager.cgi?action=setParam&Snap[0]. TimeSection[0][0]=6 00:28:80:59 |
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4.2.2 Get parameter

Get the parameter of snap.
Method: GET

Syntax:

http:/Kip> /cgi-bin/fparamManager.c8actiorrgetPara@name=Snap

Response:

table.Snagjhannel.TimeSectionjveekdaj{0]=1 00:00:0024:00:00
table.Snagjhannel.TimeSectionjveekdaj{1]=0 02:00:0024:00:00
table.Snagfhannel.TimeSectionjveekdaj{2]=0 03:00:0024:00:00
table.Snagfhannel.TimeSectionjveekdaj{3]=0 04:00:0024:00:00
table.Snagfhannel.TimeSectionjveekdaj{4]=0 05:00:0024:00:00
table.Snagfhannel.TimeSectionjveekdaj[5]=0 06:00:0024:00:00

comment:

| Channelin abovetable is video channel numbsgekdayrange is [66] (Sunday Saturday).

4.2.3Snap Picture

Get one snap picture.
Method: GET

Syntax:

http:/Kip> /cgi-bin/snapshot.cgi?action=Enable

Response:

With one shap picture.
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SNETWORK

5.1 Net Interface

5.1.1 Get Interface

Get the net interface infomations.
Method: GET

Syntax:

http://<ip>/cgibin/net.cgi?action=getinterfaces

Response:

netinterface[0]. Name=ethO
netinterface[0]. Type=Normal
netinterface[0].Valid=true
netinterfacef]é .

é

comment:

Get all of the system network interfaces.
Description for items In above table
Name: network interface name.
fieth@ - wired network interface
fieth2 - wireless network interface
fi3GO - 3G network interface

Type:fiNormabi wired network
fWireles®i wireless network

"Auto”, "TD-SCDMA", "WCDMA", "CDMA1x", "EDGE", "EVDOQO"T 3G network types.

Valid: network interface is valid if netinterface[n].Valid is true.
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5.2 Basic Parameter

5.2.1 Set Parameter

Set the basic parameter of network.

Method: GET

Syntax:

http:/Kip> /cgi-bin/jparamManager.c8actiorrsetParafi< paramName>=<paramValue>[&< pa

ramName>=<paramValue>...]

With the following parameter and valtygpe

paramName paramValue Description
type
NetWork.Defaultinterface string Set default network interface whe
multiple interfaces exist.
Range of interfaces is dependsmoh.1
Getlinterfaces (Net Interface)
NetWork.Domain string Domain name.
NetWork.Hostname string Hostname and Domain compose

network address.

Networkinterface DefaultGateway

string

IP address

Networkinterface DhcpEnable bool Enable/Disable DHCP.
Networkinterface DnsServers[0] | string IP address of first DNS server.
NetworkinterfaceDnsServers[1] | string IP address of second DNS server.
NetworkinterfaceIPAddress string Interface IP address.
Networkinterface MTU integer Interface MTU.
Networkinterface PhysicalAddresy string MAC address of interface

HEX string in the form of:

XXXXXXXKXKEXX.

Range of x is [®,af,A-F]

Example:

00:10:5c:f2:1c:b4

00:10:5C:F2:1C:B5
Networkinterface SubnetMask string Network mask string:

In the form ofx.x.x.x, range of x is
[0-255]

Example:

255.255.255.0
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comment:

|interfaceinabovetab|e i s network interface name,|

Response:
| OK or ERROR |

Example:
| /cgi-bin/paramManager.cgi?action=setParam&Network.Hostname=IPC |

5.2.2 Get Parameter

Getthe basic parameter of network.

Method: GET

Syntax:

http:/Kip> /cgi-bin/jparamManager.c8actiorrgetParar@name=Network

Response:

table.Network.Defaultinterface=ethO
table.Network.Domainya
table.Network.Hostname=badak
table.Networkinterface DefaultGateway=10.7.0.1
table.Networkinterface DhcpEnable=false
table.Networkinterface DnsServers[0]=221.123.33.228
table.NetworkinterfaceDnsServers[1]=221.12.1.228
table.Networkinterface IPAddress=10.7.2.3
table.Networkinterface MTU=1500
table.Networkinterface PhysicalAddress=00:10:5c:f2:1c:b4
table.Networkinterface SubnetMask=255.255.0.0

comment:

BasidParamcontains basic network parameters (Default interface, domain name, host nani
configuration of each network interface.
interfacein abovetable is network interface name, such as eth@géeth

-38-




360+

npouseeneHo B Poccun

5.3 PPPoE

5.3.1 Set Parameter

Set the parameter of PPRoOE
Method: GET

Syntax:

http:/Kip> /cgi-bin/jparamManager.c8actiorrsetParafi< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter and valtygpe

paramName paramValue type Description
PPPoE.Enable bool Enable/DisabléPPoE.
PPPoE.UserName | string PPPOE user name.
PPPoE.Password | string PPPoE usepassword
Response:

| OK or ERROR
Example:

| /cgi-bin/paramManager.cgi?action=setParam&PPPoE.UserNzoinan

5.3.2 Get Parameter

Get the parameter of PPPOE.

Method: GET

Syntax:

http:/K<ip> /cgi-bin/jparamManager.c@actiorrgetPara®&name=PPPoE

Response:

table.PPPoE.Enable=false
table.PPPoE.Password=123456
table.PPPoE.UserName=123456

-39-



360+

npouseeneHo B Poccun

5.4 DDNS

5.4.1 Set Parameter

Set the parameter of DDNS.
Method: GET

Syntax:

ramName>=<paramValue>...]

http:/Kip> /cgi-bin/jparamManager.c8actiorrsetParafi< paramName>=<paramValue>[&< pa

With the following parameter and valtygpe

paramName paramValue type

Description

DDNSJindex.Address | string

DDNS server IP address or name.

DDNSJindeX.Enable bool

Multiple DDNS hostname can tset but Only
one hostname can be enabled, others shoul
disabled.

DDNSJindeX.HostName| String

Host name of this device.

DDNSJindeX.KeepAlive | integer Range iq1-65535]
Unit is minutes.
DDNSJindeX.Password | string DDNS user password
DDNSJindeX.Port integer Range iq1-65535]
Port of DDSN server
DDNSJindex.Protocol | string Range is {NO-IP DDNS Dyndns DDNS$

ZENO}.
DDSN protocol type

DDNSJindex.UserName| string

DDNS user name

comment:

Indexaboveis the DDNS protocol table index, start from 0.

Response:

| OK or ERROR

Example:

| /cgi-bin/paramManager.cgi?action=setParam&DDNS[0].Address=dynupddapecom
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5.4.2 Get Parameter

Get the DDNS parameters.

Method: GET

Syntax:

http:/Kip> /cgi-bin/jparamManager.c8actiorgetPara@&name=Email

Response:

table.Email. Addressmww.googlecom
table.Email. Anonymous=true
table.Email. AttachEnable=true
table.Email. AttachmentEnable=true
table.Email.Enable=true
table.Email.HealthReport.Enable=false
table.Email.HealthReport.Interval=61
table.Email.Password=123456
table.Email.Port=26
table.Email.Receivers[0]#®inesae.com
table.Email.Receivers[1]#®inesae.com
table.Email.Receivers[2]®@inesae.com
table.Email.SendAddress@inesae.com
table.Email. SslEnable=false
table.Email. Titte=DVRMessage
table.Email.UserName=anonymitty

5.5 UPNP

5.5.1 Set Parameter

Set the parameter of UPNP.
Method: GET

Syntax:

http:/K<ip> /cgi-bin/jparamManager.c@actionrrsetParafi< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

-41-




360+

npouseeneHo B Poccun

With the following parameter and valogpe

paramName paramValue Description
type

UPnP.Enable bool Enable/Disable UPNP feature.
UPnP.MapTablejndex.Enable bool Enable/Disable this UPNP map.
UPnP.MapTablejndex].InnerPort integer Range ig1-65535]

Inner port number
UPnP.MapTablejndex.OuterPort integer Range iq1-65535]

Outer port number.
UPnP.MapTablejndex].Protocol string Range is TCP, UDP]
UPnP.MapTablejndex.ServiceName string User definedJPnP servicmame.
comment:

Indexin abovetable is URP map table index, range is285]

Response:

| OK or ERROR

Example:

| /cgi-bin/paramManager.cgi?action=setParam&UPnP.MapTable[1].InnerPort=8000

5.5.2 Get Parameter

Get the parameter of UPNP.

Method: GET

Syntax:

http:/Kip> /cgi-bin/jparamManager.c@actiorrgetPara&name=2JPnP

Response:

tableUPnP.Enable=true
tableUPnP.MapTablejndex.Enable=true
tableUPnP.MapTablejndex.InnerPort=80
tableUPnP.MapTablejndex.OuterPort=8080
tableUPnP.MapTablejndex].Protocol=TCP
tableUPnP.MapTablejndex].ServiceName=HTTP

comment:

Index in aboveis the UPNP map table index, start frora 0.
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5.5.3 Get State

Get the state of UPNP.

Method: GET

Syntax:

http:/Kip> /cgi-bin/net.cgi?action=getUPnP Status

Response:

result=1

comment:

Get UPNP mapping result:
result=1: mapping succeed.
result=0: mapping failed.

5.6 NTP

5.6.1 Set Parameter

Set the parameter of NTP.
Method: GET

Syntax:

http:/K<ip> /cgi-bin/jparamManager.c@actiorrsetParai< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter and valtgpe

paramName paramValue type Description
NTP.Address string NTP server IP address or name.
NTP.Enable bool Enable/Disable NTP server.
NTP.Port integer Range iq1-65535]

Port of NTP server.
NTP.TimeZone integer Range i40-32].

0: "GMT+00:00"

1. "GMT+01.00"

2:"GMT+02:00"
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3: "GMT+03:00"

4. "GMT+03:30"

5. "GMT+04:00"
6: "GMT+04:30"
7 "GMT+05:00"
8. "GMT+05:30"
9. "GMT+05:45"
10 "GMT+06:00"
11: "GMT+06:30"
122 "GMT+07:00"
13 "GMT+08:00"
14: "GMT+09:00"
15 "GMT+09:30"
16: "GMT+10:00"
17 "GMT+11:00"
18 "GMT+12:00"
190 "GMT+13:00"
20. "GMT-01:00"
21: "GMT-02:00"
22. "GMT-03:00"
23 "GMT-03:30"
24: "GMT-04:00"
25, "GMT-05:00"
26. "GMT-06:00"
27. "GMT-07:00"
28. "GMT-08:00"
29. "GMT-09:00"
30: "GMT-10:00"
31 "GMT-11:00"
32 "GMT-12:00"

NTP.UpdatePeriod | integer

Range ig0-65535] unit is mnutes

Response:

| OK or ERROR

Example:

| /cgi-bin/paramManager.cgi?action=setParam&NTP.Port=123

5.6.2 Get Parameter

Get the parameter of NTP.
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Method: GET

Syntax:

http:/K<ip> /cgi-bin/jparamManager.c@actiorrgetParar&name=NTP

Response:

table.NTP.Address=clock.isc.org
table.NTP.Enable=false
table.NTP.Port=38
table.NTP.TimeZone=9
table.NTP.UpdatePeriod=31

5.7 Alarm Server

5.7.1 Set Parameter

Set the parameter of alarm server.
Method: GET

Syntax:

http:/Kip> /cgi-bin/jparamManager.c@actiorrsetParafi< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter and valugpe

paramName paramValue type Description
AlarmServer.Addresy string Alarm server IP address or name.
AlarmServer.Enable | bool Enable/Disable Alarm server.
AlarmServer.Port integer Range iq1-65535]

Port of Alarm server.

Response:

| OK or ERROR

Example:

| [/cgi-bin/paramManager.cgi?action=setParam&AlarmServer.Port=8888
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5.7.2 Get Parameter

Get the parameter of alarm server.

Method: GET

Syntax:

http:/Kip> /cgi-bin/fparamManager.c8actiorrgetParar@name=AlarmServer

Response:

table.AlarmServer.Address=0.0.0.0
table.AlarmServer.Enable=true
table.AlarmServer.Port=37777
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6 EVENT

6.1 Event Handler

6.1.1 Set Parameter

Set the parameter of EnventHandler.
Method: GET

Syntax:

http:/K<ip> /cgi-bin/jparamManager.c@actiorrsetParaf< paramName>=<paramValue>[&< pa

ramName>=<paramValue>...]

With the following parameter and valtygpe

paramName

paramValue
type

Description

handlerNameEventHandleAlarmOutChannelsh]

integer

Range is {0, 1}chis
alarm out channel index.
07 do not output alarmat
alarmout channeth

17 output alarmat alarm
out channeth

handlerNameEventHandleAlarmOutEnable

bool

Enable/Disable alarm out]
function.

handlerNameEventHandleAlarmOutLatch

Integer

Range iq10-300].

Unit is condsjndicates
the timeto output alarm
after input alarm is
cleared.

handlerNameEventHandleBeepEnable

bool

Enable/Disable beep.

handlerNameEventHandler.Dejitter

integer

Range i40-255]

Alarm signal dejitter
seconds. Alarm sigi
change during this period
is ignored.

handlerNameEventHandler.Delay

integer

Range i§0-300].
Delay seconds before
setting take effect.

handlerNameEventHandlet.ogEnable

bool

Enable/Disable log for
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alarm.

handlerNameEventHandleMailEnable

bool

Enable/Disable mail send
for alarm.

handlerNameEventHandlePtzLink[ch][0]

string

Range is None, Preset,
Tour Pattern

This is PTZ action linked
with eventschis PTZ
channel index.

handlerNameEventHandlePtzLink[ch][1]

integer

This is the parameterf
PtzLink[ch][0],

If PtzLink[ch]][0] is
Preset: this is preset poin
Tour: this is tour path
number.

Pattern: this is pattern
number.

handlerNameEventHandlePtzLinkEnable

Bool

Enable/Disable PTZ link.

handlerNameEventHandleRecordChannelsh]

Integer

Range is {0, 1}

07 do not recoran video
channekh

17 record.on video
channekh

handlerNameEventHandleRecordEnable

bool

Enable/Disable record
function.

handlerNameEventHandleRecordLatch

integer

Range i910-300].

Unit is condsjndicates
the time torecord after
input alarm is cleared..

handlerNameEventHandleSnapshotChannets]

integer

Range is {0, 1}

07 do notsnapshot on
video channeth

17 snapshot on video
channekh

handlerNameEventHandleSnapshotEnable

bool

Enable/Disable snapshot
function.

handlerNameEventHandler.SnapshotPeriod

integer

Range i40-255]

Frames between snapsh
0 means continuously
snapshot for every frame

handlerNameEventHandler.SnapshotTimes

integer

Range i40-65535]
Snapshot timebefore
stop 0 meanslond stop
shapshot.
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handlerNameEventHandleimeSectionjvd|[ ts] String Itéstablecontainseffective
time periodfor
eventHanldezveryday.
wd (week day) range is
[0-6] (SundayStaurday)
ts(time section) range is
[0-23], it&s indexof
timesection table.

Format: mask
hh:mm:sshh:mm:ss
Mask:{0,1}, hh:[0-24],
mm: [00-59], ss:[00-59]
MaskO: this time section
is not used.

Mask 1:this time section
is used.

Example:
TimeSectiofl][0]=1
12:00:0018:00:00

Means EventHandler is
effective between
12:00:00 and 18:00:00 at
Monday.

handlerNameEventHandleiTipEnable bool Enable/Disable local
message box tip.

comment:

| In above table,maning othandlerNameis the same witls.1.2Get Parameter( EventHandler ) |

Response:
| OK or ERROR |

Example:
| /cgi-bin/paramManager.cgi?action=setParam&MotionDetect[0].Enable=true |

6.1.2 Get Parameter

Get the parameter of EnventHandler.

Method: GET
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Syntax:

http:/K<ip> /cgi-bin/jparamManager.c@actiorrgetPara®&name=<handleMName>

comment:

<handleMame> can be one of below four formats
Alarm[alarm channe].EventHandler
MotionDetecfvideo channellEventHandler
BlindDetecfvideo channdlEventHandler
LossDetectfideo channd.EventHandler

Example URL:
http:/<ip> /cgi-bin/jparamManager.c@action-getParar&name=Alarm[0].EventHandler
can get EventHandler settings of alarm channel 0.

Response:

handleMNameEventHandleAlarmOut=1
handlerNameEventHandleAlarmOutChannels[0]=1
handlerNameEventHandleAlarmOutChannels[1]=1
é
handlerNameEventHandleAlarmOutEnable=false
handlerNameEventHandleAlarmOutLatch=10
handlerNameEventHandler.BeepEnable=true
handlerNameEventHandler.Dejitter=0
handlerNameEventHandler.Delay=30
handlerNameEventHandler.LogEnable=true
handlerNameEventHandler.MailEnable=true
handlerNameEventHandlePtzLink[0][0]=None
handlerNameEventHandlePtzLink[0][1]=0
handlerNameEventHandlePtzLink[1][0]=None
handlerNameEventHandlePtzLink[1][1]=0

é

handlerNameEventHandlePtzLinkEnable=false
handlerNameEventHandleRecord=1
handlerNameEventHandleRecordChannels[0]=1
handlerNameEventHandleRecordChannels[1]=1

é

handlerNameEventHandleRecordEnable=true
handlerNameEventHandleRecordLatch=10
handlerNameEventHandleSnapshot=1
handlerNameEventHandleSnapshotChannels[0]=1
handlerNameEventHandleSnapshotChannels[1]=1
é
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handlerNameEventHandler.SnapshotEnable=false
handlerNameEventHandler.SnapshotPeriod=3
handlerNameEventHandler.SnapshotTimes=0
handlerNameEventHandleTimeSection[0][0]=1 01:00:0@4:00:00
handlerNameEventHandleimeSection[0][1]=1 01:00:0Q4:00:00
é

é

handlerNameEventHandleTimeSection[6][5]=1 01:00:0Q4:00:00
handlerNameEventHandleMipEnable=true

Example:

| /cgi-bin/paamManager.cgi?action=getParam&nafmtionDetecf0]. EventHandler

6.2 Alarm

6.2.1 Set Alarm Parameter

Set parameter @flarm
Method: GET

Syntax:

http:/Kip> /cgi-bin/jparamManager.c@actiorrsetPara®< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter and valtgpe

paramName paramValue type | Description
Alarm[ input].Enable bool Enable/Disable alarm from a input channe
Alarm[ input].EventHandler Setting of EventHandler is described
in6.1.1Set Parameter (EventHandler)
Alarm[ input].Name string Name of alarm input channel.
Alarm[ input].SensorType | string Range is NC, NOJ.
NC: normal close
NO: normal open

comment:

In abovetable,

input is external alarm input channel,
chis channel number,

wd is weekdayndex

-51-



360+

npouseeneHo B Poccun

tsis timesectiorindex.
EventHandler defines parameter of relevant actions when alarm or event happens.

Response:
| OK or ERROR |

Example:
| /cgi-bin/paramManager.cgi?action=setParam&AIarm[0].EventHandIer.AIarmOutEnabIe=tru|

6.2.2Get Alarm Parameter

Get parameter of alarm.

Method: GET

Syntax:

http:/<ip> /cgi-bin/jparamManager.c@actionrgetParar®&name=Alarm

Response:

table.Alarm[0].Enable=false

table.Alarm[0]E v e n t H a.(oudput@frE¢entHandler is described.ih2 Get Parameter
(EventHandler))

table.Alarm[0].Name=Door1l

table.Alarm[0].SensorType=NC

table. Alarm[ 1] é.

é

6.2.3Set Alarm Out Parameter

Set alarm out parameter in parameter tree.
Method: GET

Syntax:

http:/K<ip> /cgi-bin/jparamManager.c@actionrsetPara< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter and valtgpe

paramName | paramValue type | Description
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AlarmOut[port].Mode | Integer Rangeis ), 1, 2
0: automatically alarm
1: force alarm
2: close alarm
AlarmOutfport].Name | String Alarm out port name.

comment:

| Portin abovetable is alarm out port index, start form O.

Response:

OK or ERROR

6.2.4 Get Alarm Out Parameter

Get the Alarm out parameter in parameter tree.

Method: GET

Syntax:

http:/Kip> /cgi-bin/jparamManager.c@actiorrgetPara&name=AlarmOut

Response:

table.AlarmOuthlarmOutChanne].Mode=0

table.AlarmOuthlarmOutChanne].Name=Beep

comment:

alarmOutChannebboveis the alarm out channel index.

6.2.5 Get In Slots

Get the solts of alarm input.

Method: GET

Syntax:

http:/K<ip> /cgi-bin/alarm.cgi?actiongetinSlots

Response:

result=2
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comment:

Get alarm input channel number.
Aboveresponse means there are 2 alarm input channels

6.2.6 Get Out Slots

Get the alarm Solts number.

Method: GET

Syntax:

http:/K<ip> /cgi-bin/alarm.cgi?actiongetOutSlots

Response:

| result=1

comment:

| Getalarm output channel number.

6.2.7 Get In State

Get alarm input state for all channels.

Method: GET

Syntax:

http:/Kip> /cgi-bin/alarm.cgi?actiongetinState

comment:

Response:

| result=3

comment:

Get alarm input state for all channels.
A bit in the response result indicates a channel alarm stdtegeresult 3 means alarm channe
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| and channel 2 have alarm now.

6.2.8 Get Out State

Get alarm output state for all channels.

Method: GET

Syntax:

http:/K<ip> /cgi-bin/alarm.cgi?actiongetOutState

Response:

result=0

comment:

Get alarm output state for all channels.
A bit in the response result indicates a channel. 1 means alarm is present.

6.3 MotionDetect

6.3.1 &t Parameter

Get the parameter ofiotion detect eent.
Method: GET

Syntax:

http:/K<ip> /cgi-bin/jparamManager.c@actiorrsetParai< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter and valtygpe

paramName paramValue type | Description

headEnable bool Enable/Disable motion detefetature in a
channel.

headEventHandler Setting of EventHandler is describeddih.1Set
Parameter (EventHandler)

headlLevel integer Range ig1-6].
Sensitivityof motion detection.
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1: lowest sensitivity.
6: highest sensitivity.

headRegionLineNum] | integer Currently, region is divided into 18 lines and 2
blocks/line.

A bit describes a block in the line.

Bit = 1: motion in this block is monitored..
Example:

MotionDetec}0].Region[0] =4194303
(Ox3FFFFH:: motion in channel O line@® 22
blocks is monitored.
MotionDetec}0].Region[1] #: motion in line
16 22 blocks is not monitored.
MotionDetecf0].Region[17] =3: in the last line
of channel 0, motion in tHeft two blocks is
monitored.

comment:

Channelvideo channel index
LineNum
Index of egion region is divided into lines and each line has several blocks, a line is deg
by a 32 bit integer, a bit for a block..
O=Line 1
1=Line 2
e
e
Head=MotionDetectChanne]
The italicsabovewill be replaced by the abowabbreviations

Response:

OK or ERROR

Example:

/cgi-bin/paramManager.cgi?action=setParam&MotionDetect[0].EventHandler.AlarmOutChg
[0]=0

6.3.2 Get Parameter

Get the parameter of motion detect events.

Method: GET

Syntax:
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http:/K<ip> /cgi-bin/jparamManager.c@actior-getParar&name=MotionDetect

Response:

table.MotionDetect[QEnable=false

table.MotionDetect[QE v e n t H a (oudput®frE¢entHandler is described.ih?2 Get
Parameter (EventHandler))

table.MotionDetect[QlL.evel=3

table.MotionDetect[QRegionP]=4194303
table.MotionDetect[QRegionfl]=4194303

é

é

table.MotionDetecf]] é

e

comment:

MotionDetecparamof a video channebntains Enable, Level, Region aadentHandler

6.4 Blind Detect

6.4.1 St Parameter

Set the parameter ofibd detect
Method: GET

Syntax:

http:/K<ip> /cgi-bin/jparamManager.c@actiorrsetParafi< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter anghluetype

paramName paramValue type Description

headEnable bool Enable/Disable blind detect feature.

headEventHandler Setting of EventHandler is describedih.1Set
Parameter (EventHandler)

headlLevel integer Range ig1-6].

Sensitivityof blind detection.
1: lowest sensitivity.
6: highest sensitivity.

comment:
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Channel video channel number
head=BlindDetectChanne]

Response:

| OK or ERROR

Example:

| /cgi-bin/paramManager.cgi?action=setParam&BIlindDetect[0].Enable=true

6.4.2 Get Parameter

Get the infomation of blind detect events.

Method: GET

Syntax:

http:/Kip> /cgi-bin/jparamManager.c8actiorrgetPara@&name=BlindDetect

Response:

headEnable=false

headEventHandler (output of EventHandler is described 6ih2 Get Parameter
(EventHandler))

headLevelk3

comment:

Channel video channel number
head-table.BlindDetectChanne]

6.5 Loss Detect

6.5.1 Set Parameter

Set theparameter of loss detect event

Method: GET
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Syntax:

http:/K<ip> /cgi-bin/jparamManager.c@actiorrsetPara< paramName>=<paramValue>[&< pa
ramName>=<paramValue>...]

With the following parameter and valtygpe

paramName paramValue type Description

headEnable bool Enable/Disable loss detect feature.

headEventHandler Setting of EventHandler is describedih.1Set
Parameter (EventHandler)

comment:

Channel video channel number
Head=LosdDetectChanne]

Response:

| OK or ERROR

Example:

| /cgi-bin/paramManager.cgi?action=setParam&LossDetect[0].Enable=true

6.5.2 Get Parameter

Get the parameter of loss detect.

Method: GET

Syntax:

http:/Kip> /cgi-bin/fparamManager.c8actiorrgetPara@name=.ossDetect

Response:

headEnable=false
headEventHandler (output of EventHandler is described 6ih2 Get Parameter
(EventHandler))

comment:

Channel video channel number
head-tableLosDetectChanne]
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6.6 Get Eventsindexes

Get indexes of events.
Method: GET

Syntax:

http:/K<ip> /cgi-bin/eventManager.cgi?action=getEventind&asle=<eventCode

comment:

Get channels indexes that event of cedentCodénappens.
eventCodeéncludes:

VideoMotion: motion detection event

VideoLoss: video loss detection event

VideoBlind: video blind detection event.

Response:

channels[0]=0
channelsy]=2
channelsp]=3
X

(This response means event happened on channel 0, chanaetl ZhanneB.)

6.7 Alarm Subscribe

Method: GET

Syntax:

http://<ip>/cgibin/eventManager.cgi?action=attach&codes=[AlarmName1l, AlarmName2]

With the following parameter and value type:

paramName paramValue type Description

AlarmName String CrossRegionDetecti@rpssLineDetection,
TakenAwayDetection, CrossFenceDetection,

NumberStat, WanderDetection, RetrogradeDetection
DensityDetection , Blind,Detect, AlarmLocal

FaceDetection LeftDetection, MotionDetect
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comment:

Subscribe to alarm information

Response:
If the darm is CrossLineDetection, TakenAwayDetection CrossFenceDetection, LeftDet
Wander Detecti on, RetrogradeDetection Fa<

myboundary

ContentType: text/plain

ContentLength:36

Code=CrossLineDetectionfad on=St art/ Stopo the code =

ection
eDetecti

Al arm Nari

If the alarm is CrossRegimgbaubdayect i on, th
ContentType: text/plain
ContentLength:36

Code= CrossRegionbDetection; data_Directi
Iftheabr m i sNumber St at-;mybobndaryr esul t i s fAtext
ContentType: text/plain

ContentLength:36

Code=%s;EnteredNumber=%d;ExitedNumber=%d;action=%s

Code=Number St at ; EnteredNumber =1; Exited

Example:

cgi-bin/eventManager.cgi?action=attach&codes=[CrossRegionDetection,AlarmLocal]

7 System Operation

7.1 Reboot

Reboot the device
Method: GET

Syntax:

e resul t

on= | eav

Number =

http:/K<ip> /cgi-bin/ system.cgi?actioneboot

comment:

Reboot the device. If successful, response IDHil, response ERROR.

Response:
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| OK or ERROR

Example:

| /cgi-bin/ system.cgi?actiormreboot

7.2 GetDeviceType

Get the device type
Method: GET

Syntax:

http:/<ip> /cgi-bin/ system.cgi?actiorgetDeviceType

Response:

OK or ERROR
If OK thentypedPC continue to add other values

comment:

Get the device type
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